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Abstract

The increasing transmission speed and the growing size of computer networks are creating new
challenges for network routing. Increased transmission speed enables new, integrated, applications
that require service guarantees from the network. In order to provide these guarantees, routes
with sufficient resources must be located. The ability of a particular route to support performance-
sensitive applications will vary over time as the utilization of the resources along that route changes.
Therefore, routing performance can improve with the distribution of dynamic information about
the state of the network. At the same time, the increasing size of networks argues against the
global distribution of dynamic routing information and against requiring consistent dynamic routing
information at all nodes in the network. These conflicting constraints motivate us to consider
schemes that allow partial distribution of dynamic routing information.

In this paper we present a protocol for the distribution of routing updates, called Reverse Path
Update (RPU). RPU distributes routing updates only along active routes, as an alternative to
global flooding. Using RPU, a node receives updates about those areas of the network through
which it sends its traffic. Thus, the overhead associated with update distribution is not a function
of network size. Rather, distribution overhead depends on the average number of transit nodes
through which the source nodes send their traffic. This important characteristic of RPU makes it
a promising strategy for the dissemination of routing information in large networks.

We measure the overhead associated with RPU using simulation. When compared to global flood-
ing, we find that RPU significantly reduces the number of dynamic updates distributed in the
network. The magnitude of the savings depends on the traffic patterns, with greater savings real-
ized when network traffic, measured by the percentage of communicating source-destination pairs,
is sparse.
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1 Introduction

The increasing transmission speed of computer networks is enabling new, integrated applications,
that will coexist with conventional applications in future networks. Combined with the rapidly
increasing size of today’s internet, this development presents new challenges for internetwork routing
protocols.

Due to the size and decentralized nature of the global internet, we cannot assume that the network
will be homogeneously capable of all new services. Therefore, routing must identify routes with
specific service capabilities. In addition, we assert that routing for performance sensitive applica-
tions, such as real-time voice and video, should adapt to significant changes in network utilization,
in addition to topology changes. For example, using a minimum-hop path may not be desirable if
the path cannot provide low-delay service due to congestion. Moreover, the global scale of future
internets motivates us to minimize reliance on global distribution of routing information and miti-
gate the need to maintain globally consistent routing databases. Therefore, we investigate the use
of limited distribution of routing updates.

We base our strategy for limited distribution of routing updates on expectations about internetwork
traffic patterns. Traffic patterns have been, and are expected to remain, sparse. By this we mean
that each source communicates with only a small subset of destinations, leading us to conjecture
that to reach these destinations, a source sends its traflic through only a subset of transit nodes.
Therefore, we are interested in routing distribution strategies that provide a source node with
information about only those transit nodes through which it sends its traffic, while avoiding the
unnecessary overhead of providing nodes with updates they will not use.

In this paper, we present a new distribution protocol called Reverse Path Update (RPU), which
exploits communication locality when distributing routing updates. RPU distributes updates along
currently active routes as an alternative to global flooding. RPU attempts to provide nodes with
information only about those areas of the network relevant to their routing decisions. Also, in con-
trast to global flooding, which scales with the size of the network, RPU overhead is a function of the
average number of nodes the sources use to reach those destinations with which they communicate.
This latter feature is important for scaling in a global internet. Simulation results show that RPU
can significantly reduce the overhead of update distribution in comparison to global flooding. The
magnitude of the overhead reduction is dependent on the traffic patterns in the network.

The remainder of this paper is organized as follows. After presenting our model of the global
internet in the next section, we discuss the assumptions about traffic locality that motivate our
work (Section 3). In Section 4 we provide a brief overview of a routing architecture within which
our distribution strategies can be made to work. The Reverse Path Update protocol is described in
Section 5 and simulation experiments are discussed in Section 6. We conclude with brief discussions
of related work and future research.

2 Internet Model

The global internet is made up of many domains, where a domain is a collection of networks,
routers, links and end systems that is governed by a single authority. Domains can be classified
as stub domains, which contain the end systems that serve as the sources and destinations for



3 We assume that

each domain runs an intra-domain routing protocol in order to maintain the externally-advertised

traffic, and transit domains, which forward traffic between the stub domains.

connectivity across the domain, and that each domain has one (or more) route server that collects
routing information from the outside and computes and distributes inter-domain routes to internal
end systems.

For much of our discussion and analysis in this paper, we represent an entire domain as a single
node. This abstraction assumes intra-domain routing and forwarding mechanisms that can meet
the connectivity and type of service requirements advertised by the domain as a whole. The
particular mechanisms used inside a domain to meet a specific type of service are up to that
domain. Regardless of the internal mechanisms used, we assume that the domain has a means
of representing its routing status (connectivity and load) for the purposes of inter-domain routing
advertisements. The overhead associated with the distribution of these domain level advertisements
is the major focus of this paper.

3 Scaling in Large Networks

The size of a global internet requires that routing protocols address the issue of scale. In particular,
we are concerned with the overhead of routing information distribution. In this section we first
review the use of hierarchical aggregation as a solution to the problem of scale in routing. Hierarchy,
however, by itself does not present a satisfactory solution. Therefore, we discuss our assumptions
about locality in traffic patterns, and how we exploit this locality to control the overhead of routing
information distribution.

3.1 Hierarchical Routing

In hierarchical routing [17], network nodes are grouped into larger aggregates, or clusters. Detailed
information about individual nodes in a cluster is distributed only within the cluster. External
advertisements hide details about the individual nodes, and nodes in one cluster cannot distinguish
among the elements in other clusters. We propose making use of this form of hierarchy, by aggre-
gating information about the routers, hosts and links for each domain, and distributing domain
level information externally.? In so doing, the size and number of routing updates distributed be-
tween domains is reduced. However, given the size of the internet, global distribution of domain
level updates can still introduce excessive overhead if updates are triggered by changes in utiliza-
tion. Therefore, we are motivated to develop additional mechanisms to cope with scaling in a large
internet.

Hierarchy can be used to facilitate scaling further by controlling the type of information advertised
in routing updates. For instance, load based information could be distributed within a domain,
while inter-domain advertisements contained only dynamic topology (i.e., up/down) information.
This would reduce routing overhead by limiting the frequency of inter-domain updates; topology
changes occur less frequently than load changes. However, routing for performance-sensitive appli-
cations should be based in part on persistent load information. Solutions that only distribute load

®Hybrid domains are also possible; for sake of simplicity we do not address them in this paper.
*This is also consistent with our belief that administrative domains require control over how their internal resources
are used and would prefer to control them by controlling intra-domain routing.



information within a single domain are not helpful in supporting these applications in a wide area,
inter-domain environment.

Imposing additional levels of hierarchy on the internet is another possible solution. Domains could
be grouped into larger aggregates (e.g., confederations), with domain specific information dis-
tributed within the confederation, and aggregated information for the confederation distributed
externally. While this would support load-based intra-confederation communication, the larger a
confederation, the more likely that flooding within the confederation would introduce excessive
overhead. Moreover, this approach is not well-suited to adaptive inter-confederation routing. Ad-
ditional hierarchy prevents distinctions between different domains in a single confederation, when
such distinctions may be relevant to routing decisions. For instance, a confederation routing update
will advertise the same status for all of its constituent domains, even if the status of the individual
routes to those domains differs. This would prevent external domains from specifying different
routes to reach two domains in the same confederation, even when different routes would be needed
to meet the requirements of performance sensitive applications.

Imposing additional levels of hierarchy reduces information in a uniform way, and removes the
ability to differentiate among elements of a larger grouping. Instead, we recommend a distribution
strategy that provides detailed information about certain domains, and less information about
others, based on the locality characteristics exhibited by network traffic .

3.2 Exploiting Locality to Achieve Scaling

Studies have shown the matrix for internetwork traffic to be sparse [9, 11, 15, 22, 24]. At any time,
each stub domain communicates with only a small percentage of other stub domains. We refer
to this as destination locality, and expect it to exist in future networks. This leads us to believe
that a second kind of locality, which we call route locality, also exists and can be exploited to
reduce overhead. Route locality refers to the concentration of the routes used by a single domain
in a subset of all the transit domains. Since a single source communicates with only a small
subset of destinations, the routes it uses to reach those destinations may traverse only a subset
of the transit domains. Moreover, factors including policy, geography and topology are likely to
further concentrate the routes used by a particular source (to reach all desired destinations), further
increasing route locality.

Figure 1 shows an example internet containing 18 domains, and 25 inter-domain links. Stub domains
can be identified by the presence of attached hosts, while the domains with no hosts carry transit
traffic. As a simple example of route locality, the host attached to domain N1 has only one active
route to another domain (N14), denoted by the heavy lines. While there are 10 transit domains in
the network, the routes used by domain N1 traverse only 4 of them.

The concentration of the routes used by a single stub domain in a subset of the transit domains
implies that a stub domain does not require uniform information about all transit domains. Rather,
its routing decisions can be enhanced if it receives accurate and timely information about those
transit domains through which it routes its traffic. Furthermore, a stub domain may want dynamic
load information about those domains that carry real-time traffic, while up/down status of domains
carrying non-real time traffic is sufficient. Receiving information about other transit domains that
it does not use is of less importance. Instead of distributing information globally, our information
distribution mechanisms will exploit the locality exhibited in network traffic and distribute routing



updates only along active data flows. The Reverse Path Update protocol, which we describe in
Section 5, forwards routing updates along currently active source routes, thereby providing routing
information where it is needed, while avoiding distribution of the information to places where it
may never be used.

Another kind of locality, topological locality implies that each domain is more likely to make use
of domains that are nearby (in terms of network hops) than those that are far away. One might
also try to exploit topological locality by using a hop-count limited flooding scheme. That is, the
originating router attaches a hop-count to each routing update and the count is decremented by one
at each hop until it reaches zero and is discarded. Both the effectiveness and efficiency of a limited-
flooding scheme depend upon the value of the hop-count used to control flooding distribution. If
the hop count is too small then the updates will not reach many nodes that need the information
to make good routing decisions, and if the hop count is too big then the updates will be distributed
to many that do not require the information, leading to excessive overhead. The protocol discussed
in the remainder of this paper, RPU, attempts to overcome this tradeoff by distributing dynamic
information to those nodes most likely to utilize it.

4 Adaptive Source Routing

We have argued that the limited distribution of routing updates is required to address the scaling
problems of routing in large internets. This distribution strategy will result in inconsistent informa-
tion at different nodes in the network. Such a situation can in general be problematic for routing.
In this section we present an overall routing architecture using source routing, within which limited
distribution updates can work.

Routing architectures can be characterized by the location of the routing decision. In hop-by-hop
routing, decisions are made in a distributed manner. Each node maintains a table specifying the
next hop used to reach each destination. When a forwarding decisions is made, a node consults its
routing table and sends a packet to the next hop toward the destination. The collective decisions
made by all the nodes between a source and destination determine the route a packet follows.
Using source rouling, the entire route to a destination is determined at the source. The source
node includes the entire route in each packet, or uses a setup procedure to install the forwarding
information in the forwarding tables of the transit nodes.

Hop-by-hop routing requires that all nodes along a path make consistent decisions to avoid routing
loops. In order to ensure that these decisions are consistent, each node must maintain the same
routing information and use the same criteria for selecting the next hop to a destination. There-
fore, conventional hop-by-hop routing can not be used in conjunction with the partial distribution
strategies we propose. Rather, hop-by-hop routing depends on the global distribution of routing
information to maintain consistency across nodes. For this reason, we have developed an architec-
ture using source routing that will work with the limited distribution of updates. Source routing
prevents routing loops and allows source nodes to select routes that meet their service criteria.

Our architecture makes use of link-state style updates to provide information about configured
and dynamic network state [3, 8]. We assume that the complete inter-domain configured topology
is distributed globally using event-driven distribution combined with very low frequency periodic
updates. This information is relatively stable so we assume that the overhead of distribution and



storage is acceptable. Configuration information alone, however, is not suflicient to support routing
in a network of heterogeneous services. Up/down status and long-term utilization measures are
needed to meet various service requirements. When performance-sensitive applications require
resource reservation or tighter bounds on delay or throughput than a default route provides, up-
to-date resource information is needed to select an alternate route.

As stated previously, rather than globally distributing these dynamic updates, we opt for a more
limited distribution strategy. The strategy we propose is called Reverse Path Update (RPU). When
a node generates an RPU routing update (either because of a link failing or coming into service,
or because of a significant change in utilization), the update is forwarded along the active source
routes traversing the node. The protocol mechanisms of RPU will be discussed in more detail in
Section 5. A hop-count limited flood can distribute updates to domains within a few hops of the
triggering domain, and thereby take advantage of topological locality.

A route server in each domain stores both the configured topology of the internet and dynamic
updates received from other domains, and uses this information when selecting routes. Specifically,
the configured topology can be used to compute a set of candidate paths to each destination. When
the route server must provide a route for a new session, it selects from among the candidate paths
based on available dynamic information. For example, the route server can avoid routes that it
knows to be down or that have congested links, in favor of routes offering better performance.

The information maintained by the route server about other domains will vary, both in terms of level
of detail and age. For some domains, the route server will have only configured information, while
for others it will also receive dynamic updates describing current status or utilization measures.
The age of dynamic updates can also vary. Some updates may have been received over currently
active source routes, and can therefore be assumed up-to-date. In other cases, the source route that
caused an RPU update to be received by a node may no longer be active. Timely, yet perishable,
information of this sort must be timed out eventually.

A route server will also learn about failures when it receives a failure notification after attempting
to use a route for the first time. Such a notification temporarily invalidates the route. The
route can be revalidated by a subsequent update indicating the route is operational. Even if no
such explicit information is received, the dynamic down status will eventually be timed out (since
limited distribution of updates does not guarantee the route server will receive an update when the
failed link/route becomes operational again).

When selecting a route, the route server must consider both the detail and freshness of its routing
information. Fresh information should be assumed to be more valid than older information, and
when choosing routes for performance sensitive applications, the route server should first consider
those routes for which it has up-to-date dynamic utilization information. The local and global
impacts of specific route selection algorithms remain a critical subject for future research (see
Section 8).

While our distribution mechanisms strive to provide the route server with the dynamic routing
information relevant to its selection decisions, at times it will select routes using incomplete infor-
mation. For instance, the route server may have to select from among multiple routes that traverse
areas of the network work about which it has no current dynamic information. In these cases, the
route server’s decision will be based on the configured topology information. So while the decisions
in these cases might not be ideal (i.e., multiple attempts may be needed to find a viable route), the



architecture still provides a way to select new routes in the absence of dynamic information. Having
outlined an architecture that makes use of limited distribution of dynamic routing information, we
now describe in more detail our mechanisms for update distribution.

5 Reverse Path Update Protocol

The RPU protocol defines three interrelated components: the triggering event, the contents, and
the distribution of the update. RPU updates are triggered by either a significant utilization change
or a failure or recovery of a link. Link failure or recovery causes two updates to be generated and
propagated, one for each of the nodes adjacent to the link, while a change in load may cause only
a single node to initiate an update.

In addition to containing the status of the node that generates the packet, the update contents
also include the status of the node’s other links and its neighbor nodes in the domain. This
extra information is included because of our assumption that the traffic from each source exhibits
route locality; a source is likely to use other routes through or near the nodes it already visits.
The update is equivalent to a link state advertisements for the entire domain, similar to those
distributed between areas in OSPF[20] or between domains in IDPR[26].

Once the node collects the appropriate status information, it distributes it along the existing active
routes, using the installed route setup state or a cache of the most recently used source routes. For
each link over which the node distributes the update, it copies the status information into a packet
and includes a distribution list comprised of the active routes that traverse the link. Nodes that
subsequently receive an RPU message continue forwarding the update along these routes, without
modifying the packet.> When the source node for a particular route receives an RPU, it forwards
the message to its route server.

Note that during this distribution, it is likely that an RPU message will be designated for several
routes that use the same outgoing link. For example, in Figure 1 if link L18 fails, node N11 will
send an RPU message to H4 and to H1. The routes to these two hosts both use outgoing link L15.
As described above, the protocol produces only one packet per link, to avoid sending duplicate
messages in this instance. Eventually, the packet is replicated if it encounters a node where the
routes diverge.® In the same example, node N9 will replicate the message and send it to host H1
over link L.10 and to host H4 over link L14.

Those updates triggered by load events are sent only to sources of active routes that indicated the
need for load related updates at the time of route installation. This avoids the unnecessary overhead
of propagating the more frequent updates to sources that are not as sensitive to performance.
However, whenever an update triggered by a link failure is sent it may include load information as
well, if the cost of including the additional information is not too large.

In some sense, the information provided by RPU is similar to the path congestion information that
one can infer from returning acknowledgements (the information is either communicated explicitly
or inferred implicitly in the round-trip time or from dropped packets) [21, 23]. However, RPU
will provide the source with explicit status information about a broken route, while end-to-end

“This has the added feature that the entire RPU packet can be signed for integrity and authentication purposes.
51f the routes converge again later, redundant RPU packets are sent on the common links.



acknowledgements will themselves be blocked by a broken route. RPU also provides measures of
average utilization, whereas an unmodified ack stream would only provide the source with round-
trip-time information. Moreover, RPU may provide information about the domain’s other routers,
not just the particular router being traversed. Finally, RPU will inform the source of improved, as
well as deteriorated, conditions if the source continues to use neighboring regions of the network.

6 Simulation Studies

The limited distribution mechanisms cannot be fully evaluated by simple mathematical analysis[10].
Detailed simulations are needed in order to examine the effects of topology and traflic patterns on
the overhead of the mechanisms. We have simulated the RPU protocol and a global flooding
mechanism across various topologies with different traffic matrices, and compared the overhead of
RPU versus global flooding. We describe the implementation and results of our simulations below.

6.1 Implementation

The simulator we used is a substantially extended version of a packet-based, event-driven simulator
originally implemented by Lixia Zhang. The simulator accepts as input a configuration file that
specifies nodes, links and hosts. The nodes are packet switches used to represent domains in an
internet, and the hosts serve as endpoints for conversations. A set of conversations, and the source
routes they use, is statically defined for each simulation.

We have run simulations using the 18-node network shown in Figure 1, and on several 50 and 100
node networks that were created with a network topology generator. The network topology gener-
ator automatically creates a network topology that meets certain specified characteristics. These
characteristics include the size of the network, the number of nodes at different levels in the network
(allowing us to generate networks with varying degrees of hierarchy), and the average number of
links between nodes in the same and different levels of the network. Given these topologies we ran-
domly selected host-pairs for conversations and used a Shortest Path First algorithm to compute
the routes used by each conversation.

At the start of the simulation, each conversation uses a route setup protocol to install the necessary
routing information-route identifier, previous hop, and next hop—in the appropriate nodes. Once
all of the routes are installed, a link status event is scheduled. While a link status event could
represent either a link failure or a change in load beyond some threshold, in our experiments we
simulated link failures. This could have a slight effect on the overhead of the distribution protocols,
as updates can not be distributed over links that have failed. The link status event triggers the
update distribution mechanism, either the RPU protocol or global flooding, in the nodes adjacent to
the link whose status has changed. The update messages are distributed throughout the network,
while the nodes track the overhead used. The simulation stops once the update distribution is
finished, and the number of update messages processed by each node is reported.

For each network topology, we simulated several different traflic mixtures by varying the number of
actively communicating source/destination pairs. Each combination of topology and traffic mixture
was characterized by an average roule localily. The route locality for a host is defined as



R = 1-2
Ty
where R = route locality, n, = the number of nodes the routes from a host traverse, without
counting duplicates, and n; = the total number of transit nodes. When route locality is near zero,
on average, the routes used by all source nodes are dispersed throughout the network. When the
routes used by each source node are concentrated in a small number of transit nodes, route locality
approaches 1. The average route locality for a network is the average of the route locality for
all hosts. Note that because the communicating host-pairs were generated randomly, the route
locality numbers for our simulations are conservative. For each combination of topology and traffic
pattern, the sequence of updates generated by all possible link events was investigated, requiring
nearly 6000 simulation runs. We report the results of these simulations below. For the purposes
of this overhead analysis we treated link status and load events in the same way. We obviously
did not attempt to simulate realistic patterns of node/link failures and congestion. We generated
a systematic set of link events in order to understand the average behavior for an event anywhere
in the network across different network configurations.

6.2 Results

For each topology simulated, the ratio of RPU overhead to global flooding overhead is plotted as
a function of route locality. Because the two nodes joined by a link create updates with different
status information upon a link status change, we treat the updates as two separate packets that
need to be distributed. Thus, the global flood overhead is approximately twice the number of links
in the network (we do not include host-node links). If a tree-based global flood is used [6], the
overhead of global flooding could be reduced to twice the number of nodes in the network.

We first simulated the 18-node, 25-link network of Figure 1 with 5 different traffic mixtures. The
bold lines in the figure indicate the routes used by active conversations in one traflic mixture.
Figure 2 shows the results of this simulation as a plot of overhead ratio versus route locality. The
results indicate that RPU overhead is significantly less than that of global flooding. For instance,
at a route locality of 0.81, meaning that on average each host sends traffic through 19% of the
transit nodes, the overhead of RPU is less than one-fifth the overhead of flooding. As would be
expected, as the route locality decreases, the relative advantage of RPU decreases; on average,
there are more active routes through each transit node, so an RPU update initiated at a transit
node will be propagated to more hosts.

To investigate the behavior of RPU in larger networks, we created several 50 and 100-node networks,
with both flat and hierarchical topologies. The latter are intended to model the expected structures
of future internets. We defined three levels of hierarchy, with the highest level nodes representing
backbones, the middle level representing regionals, and the lowest level representing campus or
stub networks. The hierarchical topologies can be further distinguished by the presence or absence
of lateral links between regional domains. We report the results of simulations on the following
50-node networks below:

o FLAT50a: flat topology with average connectivity of 3 (74 total links)

e FLAT50b: flat topology with average connectivity of 6 (142 total links)



e HIER50: hierarchical topology with no lateral links (56 total links)

e LATS50: hierarchical topology with lateral links between regional domains (66 total links)

We also describe the results for the following 100-node networks:

e HIER100: hierarchical topology with no lateral links (114 total links)

e LATI100: hierarchical topology with lateral links between regional domains (136 total links)

Figure 3 shows a plot of overhead ratio versus route locality for the four 50-node configurations.
Figure 4 shows the same plot for the two 100-node configurations. As with the 18 node simulations,
RPU reduces the overhead of update distribution, with more substantial savings at higher route
localities. The differences between the results for the four 50-node networks can be attributed
in part to differences in the connectivity of the networks. More highly connected networks will
have shorter paths on average, so an RPU update will traverse fewer network hops to reach the
source node. In FLAT50b, the highly connected flat topology, the savings due to RPU are greater
than in FLAT50a, the less connected flat topology. Similarly, the presence of lateral links between
regional nodes in LAT50 reduces the average path length, and consequently the overhead of RPU,
in comparison to HIER50, which has no lateral links. The plots for HIER100 and LAT100 have
negligible differences from their 50-node counterparts, showing that the primary factor in RPU
overhead is route locality. It remains to be seen whether an even larger simulation, perhaps of 1000
nodes, will significantly impact the overhead ratio.

Further insight can be gained by examining the overhead associated with distributing updates
originated at different nodes in the network. Figure 5 shows the overhead for HIER100 broken
down between the backbone and regional nodes. The overhead for campus nodes is not shown
because any status changes of a regional-campus link isolate these nodes from the network and
prevent propagation of a campus node update. This graph shows that the overhead ratio for
backbone nodes is higher than the ratio for regional nodes. This is because, on average, there are
more active routes through a backbone node than a regional node. Therefore, when a backbone
node initiates an RPU update, this update will be propagated along more paths and will reach
more source nodes than when a regional node initiates an update. A similar plot for the LAT100
topology is shown in Figure 6. The presence of lateral links between regional nodes enables the use
of more routes bypassing the backbone nodes. On average, the routing tables of the regional nodes
are larger, and those of the backbone nodes are smaller, when compared to the strictly hierarchical
topology. This results in the overhead ratio of the backbone and regional nodes being nearly the
same. In addition to contributing to our understanding of this scheme, this insight might motivate
the use of alternate strategies for different nodes in the network. For instance, backbone nodes
could use global flooding, if the overhead of RPU for these nodes is high, while regional nodes use
RPU.

In addition to considering which node initiated an update, we also considered which link caused
the update to be generated. For instance, when a backbone node initiated an update, we examine
whether the update was initiated by a failure in a link connecting two backbone nodes, or by a
failure in a link connecting a backbone and a regional. Similarly, when a regional node initiated an
update, we examine whether the link that experienced a change in status connected the regional to
another regional, a backbone, or a campus node. The results of this analysis are shown in Figure 7
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for the HIER100 topology. These results show that when a backbone node originates an update
in response to a change in a Backbone-Regional link, the overhead ratio is higher than when the
update is caused by a change in a Backbone-Backbone link. Also, the overhead ratio of an update
propagated by a regional node as a result of a change in a Regional-Campus link is higher than the
overhead ratio of updates propagated as the result of a change in a Regional-Backbone link.

Our simulation results indicate that RPU can be effective in reducing the overhead of distributing
routing information. In all simulated topologies, RPU overhead was much lower than global flood-
ing; the extent of the benefit is dependent upon several factors. First among these is the route
locality in the network. We simulated networks at a range of route localities and, as expected, the
effectiveness of RPU was a function of that parameter. We expect the matrix of internet traffic to
be sparse, and that such a sparse traffic matrix will lead to high route localities. In creating our
simulation configurations, we achieved significantly high route localities even when large numbers
of host pairs were active. For instance, specifying each host to communicate with approximately
10% of other destinations resulted in route localities between .6 and .8 for all configurations. When
considering the world-wide internet, which is the context for this work, 10% is a large number of
possible destinations. While there is evidence to support our contention that route localities in
actual networks will be high, a study of existing network traffic to determine actual route locality
would be useful.

Furthermore, in our simulations we assumed that dynamic updates were distributed along all
active source routes. However, it is possible to differentiate those routes carrying real-time traffic
from those carrying best effort traffic. Since sources of best effort traffic are not as concerned
with adapting to changes in network load, it is sufficient to propagate dynamic updates reporting
changes in network load only to the source of real-time traffic, while propagating updates about
status changes along all routes. Since the matrix of real-time traffic should be sparser than that
for traffic as a whole, limiting the more frequent load-based dynamic updates in this manner would
further increase the benefits of RPU.

Finally, our results indicate that the benefit of RPU is also a function of the combination of the
position of a link in the internet and the types of nodes that subsequently propagate the update.
For a strictly hierarchical network, links that connect two levels, i.e. B-R and R-C links, partition
the network unevenly. The update on one side propagates just a short distance, while the other has
the potential to reache nearly the whole network, depending on the route locality. The presence
of lateral links provides shorter routes and distributes the routes among more nodes, causing RPU
overhead to also be distributed more evenly.

7 Related Work

Attempts have been made to adapt to changes in network load in hop-by-hop routing protocols.
For example, link costs in the Arpanet SPF algorithm were a measure of average delay [18]. It
has been shown analytically [2] and in practice in the Arpanet [16], that load based algorithms
can suffer from oscillations caused by all nodes reacting to a routing update in the same way.
This is particularly true in hop-by-hop routing in large networks with long paths, where consistent
decisions are required by all nodes in order to avoid routing loops.

The problem of adaptive routing has also been considered in the context of circuit switched net-
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works. These algorithms, designed for fully connected networks, use a direct one hop path when
available, and attempt alternate two hop paths when the direct path is unavailable. In all cases,
trunk reservation is used to reduce the chances of alternate routed calls from causing subsequent
direct calls to be blocked. Examples of these algorithms include Dynamically Controlled Rout-
ing [5], Dynamic Alternative Routing [13] and Fixed Alternate Routing [19]. While these results
demonstrate the potential benefit of adaptive routing, as well as the importance of trunk reserva-
tion, many of the problems addressed in our work do not arise in fully connected circuit switched
backbone networks.

Others have proposed the use of source routing in computer networks. Sunshine [27] and Saltzer,
et. al [25] cite the simplicity of gateway implementation and the prevention of routing loops as
benefits of source routing. In addition, they note that source routing may be less adaptive than
hop-by-hop routing.

Hagouel identified the growing size of networks as a motivation for using source routing[14]. Specifi-
cally, as networks grow, the frequency of events triggering network updates increases. More frequent
updates will put the network in a transient state more often, leading to a greater probability of
routing loops and wasted resources. Source routing increases the header length, so that Hagouel
suggests it may be more appropriate to virtual circuit environments, in which connection setup
obviates the need for including the entire source route in every packet. The adaptive behavior of
source and hop-by-hop routing are compared. It is noted that hop-by-hop routing may adapt faster
since source routing must return to the source for a new route. On the other hand, hop-by-hop
routing may use suboptimal routes during the period of convergence.

In their simulation study, Gardner et. al. [12] proposed an architecture for separating congestion
avoidance from route computation. Multiple routes per destination were computed infrequently,
and flow allocation assigned flows to routes in response to congestion signals on a faster time scale.
They reported that this reduced update overhead (in terms of bandwidth and computation). Topol-
ogy changes were reported immediately whereas persistent load changes were reported periodically.
They proposed source routing to prevent routing loops and eliminate the requirement for agree-
ment among intermediate nodes while using multiple paths in the Arpanet. The path generation
algorithms computed alternate paths according to the type of traffic. They did not consider ways
to reduce the overhead of information distribution, other than reducing the frequency of global
distribution of updates. They did not address the critical issues of scale discussed here.

The PARIS network architecture developed at IBM uses source routing in a fast packet switching
network [7]. Switches maintain a database of current link utilizations. Routes are chosen based
on the link utilizations, and available bandwidth is verified during setup to guarantee that the
requirements of real-time traffic can be accommodated. The scheme is dependent on fast global
distribution of link utilization measures and the switch hardware has been designed to facilitate
fast updates along a spanning tree. Nevertheless, the reliance on frequent global flooding prevents
the scheme from being used, as is, for global internet routing.

More recently, Bahk and El Zarki published a performance analysis study of adaptive source routing
[1]. In order to avoid congestion they move traffic from highly loaded shortest paths to less loaded
longer ones. A form of trunk reservation is used to prevent the possible performance degradation
when traffic is routed onto alternate paths. Advertised link metrics, which represent a discrete
classification of utilization, are distributed globally under the assumption that the network is fairly
small. Also, route computation is based on precomputation of routes for all possible combinations
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of network metrics in the network, it is also not likely to scale well.

Our work is complementary to these schemes for adaptive source routing. While they present
important insight into load measures and route selection techniques (an area not covered by our
work to date), they do not address issues of scale. In particular, these schemes assume global
distribution of routing information, and do not consider the limited update distribution mechanisms
central to our work.

8 Future Research

We have described an architecture utilizing source routing and limited distribution of routing
updates to satisfy the requirements of global internet routing. Limited distribution of updates
reduces the overhead associated with routing information distribution, while source routing enables
loop-free routing in the presence of inconsistent routing databases. The Reverse Path Update
(RPU) protocol, a limited distribution update mechanism, forwards routing updates along active
source routes, exploiting communication locality and thereby providing updates to those nodes
most likely to need them. Simulation results showed that RPU can reduce the number of routing
updates propagated in a network, achieving significant savings over global flooding under certain
traflic characteristics. We also found that the savings experienced may vary across network links;
those links carrying more traffic (e.g., backbone links) realize a smaller savings than those in
the periphery of the network that may carry less traffic. This suggests the benefit of a hybrid
approach in which routing updates of some nodes are flooded (globally or with a large hop-count),
while those of other nodes are forwarded using RPU. While our results indicate that RPU can
be an important component of a routing architecture intended to support real-time (performance
sensitive) applications in future internets, many unanswered research questions remain, both with
the protocol in particular and with our adaptive source routing approach in general.

RPU’s ability to provide a reduction in routing overhead is a function of the locality exhib-
ited in internetwork traffic. Studies have shown the matrix of internetwork traffic to exhibit
source/destination locality [9, 11, 15, 22, 24]. However, the extent of route locality has yet to
be measured systematically. Combining traces of inter-domain traffic, along with information
about the routes used by such traffic would provide an actual measurement of route locality and
an important basis for further studies of limited distribution mechanisms.

We have investigated the reduction in overhead achieved by the protocol, but we have not thor-
oughly considered the cost, in terms of added delay, of routing with partial information. As we
discussed in Section 4, limited distribution mechanisms will cause some routing decisions to be
based on out-of-date information. Therefore, nodes will sometimes attempt to set up routes that
will fail, delaying the initiation of a session. While we have designed our distribution mechanisms
to exploit traffic locality and reduce the number of failed setups, the impact of RPU on session
startup delay, and the tradeoff between overhead reduction and setup delay remains to be studied
in more depth.

Beyond the Reverse Path Update protocol, there remain many open research issues regarding our
architecture. We have argued that routing decisions for real-time applications should be based in
part on load measures. Meaningful measures for average load, as well as algorithms for triggering
load related updates must be developed. Also, route selection algorithms based on load related

13



information and taking into account the freshness or certainty of routing information are required.
Algorithms should be evaluated in terms of overhead and startup delay, as well as on total overall
throughput and the end-to-end delay experienced by data packets.

A final area that must be addressed by route selection algorithms concerns stability. Load based
routing protocols can be subject to two types of instability. First, all nodes reacting to routing
advertisements in concert can cause oscillations [2, 16]. Second, instability can be caused by the
use of alternate paths that consume more network resources than shorter paths. Under some
circumstances, the use of such alternate paths can increase the likelihood of other paths becoming
congested, leading to degraded routing performance. Route selection algorithms must address
both of these stability related issues. Finally, the interaction of adaptive routing with congestion
control must be studied carefully. Investigating the last several open issues requires more extensive
simulations in which load-events are not artificially generated, but are generated as a result of the
load placed on the system.
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Figure 1: 18-node topology
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Figure 2: Ratio of RPU overhead to global flood for 18-node network
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Figure 3: Ratio of RPU overhead to global flood for 50-node networks
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Figure 4: Ratio of RPU overhead to global flood for 100-node networks
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Figure 5: Ratio of RPU overhead to global flood for 100-node hierarchical network (HIER100) by
node type
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Figure 6: Ratio of RPU overhead to global flood for 100-node hierarchical network with lateral
links (LAT100) by node type
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Figure 7: Ratio of RPU overhead to global flood for 100-node hierarchical network (HIER100) by
node/link combination



